
The 2026 Vibe Coding Reckoning: What DORA Actually Found

Description

First, enterprise AI-augmented engineering entered a reckoning phase during 2025 and 2026. The
honeymoon narrative that dominated 2023 and 2024 collided with production telemetry that told a more
complicated story. Therefore, individual developer output climbed dramatically while organizational
delivery stability degraded measurably. Consequently, CTOs and Heads of Engineering now face a
specific question. Namely, how do you preserve the throughput gains AI actually delivered while
addressing the stability degradation the same telemetry documented?

Second, the AI Productivity Paradox is real and quantified. Telemetry from more than 10,000
developers documented that individual output climbed 21 percent on tasks completed and 98 percent
on pull requests merged. As a result, epics completed per developer rose 66.2 percent in the Faros AI
Engineering Report 2026. Roughly 41 percent of code across enterprise environments is now written
by AI per Zylos Research from February 2026. However, delivery stability decreased 7.2 percent per
the Google DORA 2024 report, and incidents per pull request rose 23.5 percent per industry data.
Consequently, the throughput gains are genuine, and so is the stability degradation.

The Amplifier Framing and the Integration Imperative

Third, the DORA framing captures the underlying dynamic accurately. Consequently, DORA
researchers concluded that “AI is an amplifier” that magnifies the strengths of high-performing
organizations and the dysfunctions of struggling ones. This framing explains why some enterprises
report substantial throughput gains without stability degradation while other enterprises report the
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reverse. As a result, the question for CTOs is not whether AI coding assistants deliver value. Instead,
the question is which engineering disciplines an organization needs in place before AI amplifies
whatever is there.

Fourth, the enterprises that succeed treat AI-augmented engineering as an integrated program rather
than a tool rollout. In addition, Engineering delivery discipline, DevOps telemetry, custom AI capability,
and organizational change have to advance together, because AI amplifies whatever discipline is
already in place. As a result, programs that hand these to fragmented specialists tend to amplify
dysfunction rather than throughput.

Why 2026 Became the Year of the Vibe Coding Reckoning

AI coding assistants entered enterprise adoption during 2022 and 2023. Moreover, GitHub Copilot,
Cursor, Codeium, and later Claude Code, Cursor, and various IDE-native alternatives moved from
developer experimentation into standard enterprise developer tooling. However, the first two years of
adoption were dominated by vendor marketing narratives that emphasized productivity gains without
matching investment in stability measurement. As a result, the reckoning arriving in 2026 reflects the
collision between what vendors said and what production telemetry actually documented.

The DORA 2025 Publication

First, the Google DORA 2025 State of AI-Assisted Software Development report published in
September 2025 documented mixed signals across the AI coding era. The report surveyed nearly
5,000 technology professionals globally and confirmed that AI adoption had become near-universal.
Furthermore, 80 percent or more of respondents indicated that AI had enhanced their productivity.
However, the same report also documented that delivery stability decreased 7.2 percent alongside
these productivity claims. This signal directly contradicts the widespread assumption that AI coding
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assistants deliver universal engineering improvement. Consequently, the DORA 2025 report became
the first authoritative source enterprises could cite when discussing the AI coding stability question.

The Faros Telemetry Analysis

Second, telemetry analysis from Faros published in July 2025 quantified the individual-level gains with
unprecedented rigor. For example, Faros analyzed data from more than 10,000 developers across
enterprise environments. The analysis documented that AI coding assistants boosted individual output
measurably. For instance, tasks completed climbed 21 percent per developer and pull requests
merged rose 98 percent. However, the same analysis coined the term “AI Productivity Paradox” to
describe the observation that individual gains did not consistently translate into organizational delivery
improvements. As a result, the Faros telemetry provided the empirical foundation for the more nuanced
2026 conversation about AI coding value.

The Faros AI Engineering Report 2026

Third, the Faros AI Engineering Report 2026 extended the Faros analysis with an important update.
The report documented that epics completed per developer rose 66.2 percent. In contrast, this metric
matters because epics represent organizational work units rather than individual task completion. This
finding suggests that AI is finally moving roadmaps rather than only individual output. However, the
same report cautioned that the downstream stability effects continued to accelerate. Consequently, the
picture is not that AI failed to deliver value, but that AI delivered value alongside costs enterprises must
actively manage.

The Zylos Research Update

Fourth, Zylos Research published Developer Productivity Metrics 2026 in February 2026. By contrast,
the report documented that AI tools now write 41 percent of all code across enterprise environments.
The same research projected that code churn would double during 2026. Meanwhile, code churn
measures the fraction of code rewritten shortly after being written. As a result, this projection captures
the reality that AI-generated code often requires iteration and refinement that human-written code did
not require at the same rate. Consequently, code churn joined delivery stability as a metric enterprises
now track alongside traditional DORA measurements.

The 2026 DORA ROI Report Controversy

Fifth, the 2026 DORA Report on the ROI of AI-Assisted Software Development shipped in June 2026
to a mixed reception. The report was written in close collaboration with IT Revolution as DORA
research partner. Similarly, some industry commentators questioned whether the collaboration
influenced the framing of certain findings. This controversy does not invalidate the DORA data itself,
but it does invite enterprises to read the 2026 report alongside independent telemetry rather than
treating it as unmoderated ground truth. As a result, mature engagements now reference DORA data
alongside Faros telemetry and academic sources rather than defaulting to any single source.

The 2026 AI Engineering Inflection in Numbers
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Metric 2023 baseline 2026 reality Source
AI code share <10% ~41% Zylos Research Feb 2026

Individual tasks completed Baseline +21% with AI
Faros telemetry, 10K
developers

Pull requests merged per dev Baseline +98% with AI Faros telemetry

Epics completed per dev Baseline +66.2% AI Engineering Report 2026

Delivery stability Baseline -7.2% Google DORA 2024

Incidents per pull request Baseline +23.5% Industry data 2025

Code churn (2026 projection) Baseline ~2x Zylos Research 2026

AI code with security weakness N/A tracked
29.1% Copilot
Python

Academic research

Employees sharing confidential
data

N/A tracked 38% (shadow AI) Stack Overflow blog 2026

Orgs at elite deployment tier
N/A directly
comparable

Only 16.2% DORA 2025

The AI Productivity Paradox in Detail

First, the AI Productivity Paradox describes the observation that AI coding assistants boost individual
output while organizational metrics stay flat or degrade. Ultimately, the paradox is not that AI fails to
help individual developers. The paradox is that individual gains do not automatically translate into
organizational gains. As a result, enterprises that measured only individual output during 2023 through
2025 accumulated a false confidence that AI was working while the organizational reality was more
complicated.

Why Individual Gains Are Real

In short, aI coding assistants genuinely help individual developers move faster. 80 percent or more of
DORA 2025 respondents reported that AI had enhanced their productivity. That said, 59 percent
reported that AI had a positive impact on code quality. This developer sentiment aligns closely with the
Faros telemetry showing 21 percent more tasks completed and 98 percent more pull requests merged.
However, the alignment between sentiment and telemetry at the individual level does not extend to the
organizational level. Consequently, mature engagements now distinguish carefully between individual
productivity metrics and organizational delivery metrics.

Why Organizational Metrics Diverge

Second, organizational metrics diverge from individual metrics for a specific reason. In particular,
individual output includes work that never reaches production, work that requires substantial rework,
and work that generates downstream incidents. Organizational delivery metrics only credit output that
actually shipped and remained stable in production. On the other hand, this distinction explains why
individual output can rise 21 percent while organizational delivery stability drops 7.2 percent. As a
result, cost-benefit analysis for AI coding programs should use organizational metrics rather than
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individual sentiment as the primary evaluation lens.

The METR Randomized Trial Finding

Third, the METR randomized controlled trial produced a specific finding that reshapes how enterprises
interpret AI productivity claims. The trial documented that experienced developers were actually
measurably slower when using AI tools, even though they believed and predicted they were faster – a
striking gap between perceived and actual productivity. Nevertheless, this finding held even for
developers working in codebases they knew well. This pattern means that developer self-report about
AI productivity value should be treated as a data point rather than as ground truth. Consequently,
mature AI engineering programs now require telemetry validation of every AI productivity claim rather
than accepting developer sentiment as sufficient evidence.

The Amplification Framing

Fourth, DORA researchers concluded that “agentic AI’s primary role in organizations is that of an
amplifier.” Specifically, this framing captures why high-performing organizations report AI benefits while
struggling organizations report AI-related dysfunctions. Above all, the amplification framing explains an
important paradox in the data. The same AI tools produce different outcomes across different
engineering organizations because they amplify whatever discipline the organization already has in
place. As a result, the CTO question becomes what engineering disciplines the organization must have
in place before AI amplifies them into either strength or dysfunction.

“AI is an amplifier. It magnifies the strengths of high-performing engineering organizations and the
dysfunctions of struggling ones.”— DORA 2025, State of AI-Assisted Software Development. The CTO
question that follows is not whether to adopt AI, but which engineering disciplines must be in place
before AI amplifies them.

Getting individual-output gains from AI but unsure whether delivery stability is holding? PracticalLogix
runs an AI Engineering Maturity Assessment – a DORA baseline segmented by AI attribution, seven-
team-type readiness, and a prioritized roadmap for getting both throughput and stability. Talk to our
custom software team to scope it.

The Stability Degradation in Detail

First, the stability degradation documented across 2024 through 2026 is specific and measurable. In
practice, delivery stability decreased 7.2 percent per the Google DORA 2024 report. Incidents per pull
request rose 23.5 percent per industry data from 2025. At the same time, code churn is expected to
double during 2026 per Zylos Research from February. Consequently, this section documents each
stability signal in detail because CTOs need to understand what they are actually measuring when they
measure stability degradation.

PRACTICAL LOGIX
155 N Lake Ave Pasadena CA 91101 | +1 626-217-2650 | info@practicallogix.com

Practical Logix

Page 5
https://www.practicallogix.com



Why Change Failure Rate Went Up

AI-assisted code fails production quality gates at higher rates than human-written code. Of course, this
pattern reflects several compounding factors. AI code often looks correct at first glance but contains
subtle logical errors. Indeed, aI code frequently misses edge cases that experienced human
developers would catch. Consequently, more code shipping means more code reaching production
with defects that manifest as incidents. As a result, mature engagements now include change failure
rate tracking segmented by AI attribution as a first-class metric.

Why Code Churn Is Doubling

Second, code churn measures the fraction of code rewritten shortly after being written. AI-generated
code churns faster than human-written code because AI produces plausible-looking code that later
requires refinement. More broadly, this churn is not visible in traditional productivity metrics that count
PRs merged rather than code that actually stayed in production. The Zylos Research projection of
doubled code churn during 2026 quantifies what many engineering leaders were seeing anecdotally.
Consequently, code churn joined the DORA canon during 2026 as a metric enterprises now track
alongside traditional measurements.

Why Security Weakness Rates Are Elevated

Third, AI-generated code fails security review at higher rates than human-written code. In turn, the
widely cited Pearce et al. study (NYU) found that roughly 40 percent of Copilot-generated programs
contained security weaknesses, and Python-specific replication studies landed in the 27 to 38 percent
range, with one measuring 29.1 percent. Even so, these rates are meaningfully higher than the
corresponding rate for well-reviewed human-written enterprise code. This pattern means AI-assisted
code without mandatory security gates ships weaknesses into production at industrial scale. As a
result, mature architectures now require SAST, DAST, and SCA scans on every AI-touched PR without
exception.

The MTTR Anchor

Fourth, mean time to recovery remains the most reliable DORA metric in the AI era. Notably, recovery
from production incidents depends on human judgment, system architecture, observability, and
operational processes rather than on AI code generation quality. This means MTTR is largely
unaffected by AI code share. What is more, MTTR may eventually be affected as autonomous SRE
agents run production, but as of 2026 the metric integrity is largely intact. As a result, mature
engagements anchor operational maturity assessment around MTTR while treating other DORA
metrics as requiring AI attribution segmentation to remain meaningful.

The Stability Metrics Reference Frame

Stability signal AI-era behavior Recommended threshold
Change failure rate Up (elevated by AI code) <15% for production readiness

Code churn (AI vs human) AI code churns 1.5-2x faster Segment by AI attribution
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Security weakness rate ~29-40% of Copilot Python has issues Mandatory SAST/DAST/SCA gate

MTTR Largely stable (2026) Anchor operational maturity here

Rollback frequency Up with AI-heavy repos Track weekly with AI attribution

Post-deploy incident rate Up when quality gates skipped <10% of deploys causing incident

Why One AI Strategy Does Not Fit Seven Team Types

First, Faros Engineering documented that different engineering team types require different AI
strategies. The framework identifies seven team types that each behave differently under AI adoption.
As such, this finding challenges the pattern where enterprises adopt one AI tool selection and one AI
policy across the entire engineering organization. The “one AI strategy fits all” pattern is one of the
most common failure modes teams identify during AI engineering audits. As a result, mature
engagements now use the seven-team-type framework during discovery.

The Seven Team Type Framework

However, the seven team types Faros identifies include product engineering teams, platform
engineering teams, infrastructure teams, data engineering teams, ML engineering teams, security
engineering teams, and quality engineering teams. Each team type has different workflows, different
quality gates, and different tolerance for AI-generated content. Therefore, product engineering teams
often benefit substantially from AI assistance for feature development. However, security engineering
teams may see AI assistance as an amplifier of exactly the wrong behaviors. As a result, mature
engagements match AI strategy to team type rather than rolling out one strategy across all teams.

Product Engineering Team Patterns

Second, product engineering teams typically benefit most from AI coding assistants. Feature
development, refactoring, and boilerplate generation align well with what AI does best. As a result,
product engineering teams typically operate with modern code review, CI/CD pipelines, and testing
discipline that catches AI-introduced issues. This discipline is what turns AI throughput gains into
organizational delivery improvements rather than production incidents. Consequently, mature
engagements often start AI rollout with product engineering teams because they represent the highest-
leverage adoption path.

Platform and Infrastructure Team Patterns

Third, platform and infrastructure teams face different AI adoption calculus. Consequently, platform
code often has narrower quality tolerance than product code because platform failures cascade across
many product teams. Infrastructure code typically has fewer training examples in AI model training data
because it is less publicly available than product code. In addition, this combination means AI-
generated platform and infrastructure code requires more human review before shipping. As a result,
mature engagements pair AI adoption in platform and infrastructure teams with additional review
discipline and telemetry.
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Data and ML Engineering Patterns

Fourth, data and ML engineering teams have their own AI adoption patterns. These teams often
already build with AI as a first-class concern, so AI coding assistants integrate more naturally.
Moreover, these teams typically have strong evaluation discipline that catches AI-introduced
regressions before they ship. These teams often produce the internal tools that other teams use to
evaluate AI output. Consequently, mature engagements often use data and ML engineering teams as
internal experts during broader AI rollout.

Security and Quality Engineering Patterns

Fifth, security and quality engineering teams require careful AI adoption sequencing. Furthermore,
security engineering teams need AI tools that understand security context rather than generic AI
coding assistants. Quality engineering teams need AI tools that improve testing rather than
accelerating test brittleness. For example, deploying generic AI tools to these specialist teams often
produces more harm than benefit. As a result, mature engagements select specialized AI tooling for
security and quality engineering rather than defaulting to general AI coding assistants.

Team type AI adoption pattern Key discipline required
Product engineering High-leverage adoption path Modern code review + CI/CD + testing

Platform engineering Adoption with elevated review
Extra human review + cascade impact
modeling

Infrastructure engineering Adoption with elevated review
Domain-specific validation + change
control

Data engineering Natural fit, already AI-fluent
Evaluation discipline + data quality
checks

ML engineering Natural fit, evaluate the evaluators
Regression testing + benchmark
discipline

Security engineering Specialized tooling required Security-aware AI tools, not generic

Quality engineering Specialized tooling required
Testing-quality-improving AI, not test-
brittle AI

The Shadow AI Problem

First, shadow AI describes the pattern where employees use unapproved AI systems for work
purposes. 38 percent of employees have shared confidential company data with unapproved AI
systems per Stack Overflow blog data from 2026. For instance, this pattern reflects the reality that AI
has become sufficiently productive that developers use it regardless of whether the enterprise has
sanctioned any specific AI tool. Prohibiting AI use rarely stops shadow AI. Consequently, mature
engagements now address shadow AI through sanctioned AI paths rather than through prohibition
alone.
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Why Prohibition Fails

In contrast, developers who see productivity gains from AI use will continue using AI regardless of
policy. Prohibition without sanctioned alternatives produces the exact shadow AI pattern the prohibition
was meant to prevent. By contrast, this dynamic mirrors what happened with cloud services during
2010 through 2015 when enterprise IT prohibition of consumer cloud services produced shadow IT
rather than eliminating consumer cloud use. As a result, mature engagements now recommend
sanctioned AI paths that beat shadow AI on capability rather than prohibition strategies that only
relocate the risk.

The Sanctioned Path Design

Second, sanctioned AI paths require specific design principles to actually beat shadow AI. The
sanctioned path must offer AI capabilities equivalent to or better than what developers can access
through personal accounts. Meanwhile, the sanctioned path must offer straightforward access rather
than heavy friction. Enterprises that offer sanctioned AI paths with worse capability or heavier friction
than personal shadow AI accounts continue to see shadow AI adoption. Consequently, sanctioned
path design should emphasize capability match and usability match as prerequisites to compliance
policy.

The Data Loss Prevention Layer

Third, sanctioned AI paths need data loss prevention infrastructure alongside capability match.
Similarly, Enterprise AI systems should refuse to send confidential data to external providers unless
authorized. This protection is only credible when the sanctioned path handles the common confidential-
data cases developers naturally encounter. Ultimately, this pattern requires ongoing engineering
investment rather than one-time policy documentation. As a result, mature AI engineering programs
now include DLP infrastructure alongside sanctioned AI tool selection.

The Cultural Shift Required

Fourth, addressing shadow AI requires cultural work alongside technical infrastructure. Developers
need to understand that using sanctioned AI systems protects both the company and themselves from
confidentiality incidents. In short, this understanding requires ongoing communication rather than one-
time training. Enterprises that treat shadow AI as a purely technical problem miss the cultural
dimension that determines whether policy compliance actually happens. Consequently, mature
engagements pair technical sanctioned-path work with cultural change management.

The Sanctioned AI Path Design Reference

Sanctioned path design 
element

Why it matters Enterprise implementation pattern

Capability match with shadow
AI

Prohibition without alternative
fails

Match or exceed personal-tier
capabilities
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Usability match with shadow
AI

Friction drives back to shadow Same UX, minimum sign-in ceremony

Data loss prevention layer Confidential data protection DLP + policy-driven redaction

Provider selection flexibility
One vendor lock creates
rebellion

Multi-provider with routing policy

Audit trail without surveillance Trust without heavy oversight
Aggregate metrics, not individual
keystrokes

Cultural change management
Policy alone does not shift
behavior

Ongoing communication + wins
showcased

The Six Recurring Enterprise AI Engineering Failure Patterns

First, we have diagnosed the same six failure patterns across dozens of enterprise AI engineering
audits. That said, the failure patterns repeat whether the client is a Fortune 500 or mid-market SaaS.
These failure modes are largely avoidable when enterprise leaders recognize them upfront. As a result,
we review this list at the start of every AI engineering engagement.

Failure 1: One-Size-Fits-All AI Strategy

In particular, the most common AI engineering failure is applying the same AI tools, policy, and metrics
across all seven team types. This manifests when “roll out Copilot to everyone” serves as the AI
strategy statement. On the other hand, this pattern ignores the Faros documentation that different
team types require different AI strategies. As a result, mature engagements always segment AI
strategy by team type during discovery rather than applying a uniform strategy.
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Failure 2: No AI Attribution in Metrics

Second, tracking DORA metrics without segmenting by AI code share is a persistent failure pattern.
This manifests when engineering leaders report “lead time is down 20 percent” without any AI versus
human split anywhere in the analysis. Nevertheless, this pattern makes signal and noise
indistinguishable in the metrics. Consequently, mature engagements always segment DORA metrics
by AI attribution so leaders can see what AI actually contributed versus what would have happened
anyway.

Failure 3: Shadow AI Unaddressed

Third, ignoring shadow AI while it consumes 38 percent of the developer workforce is a compounding
failure pattern. This manifests when enterprises have no sanctioned AI equivalents to what developers
actually want. Above all, this pattern produces the confidentiality incidents shadow AI naturally
generates. As a result, mature engagements always address shadow AI through sanctioned path
design rather than through prohibition alone.

Failure 4: Security Gate Not Enforced

Fourth, running AI code without mandatory SAST, DAST, and SCA scans on every AI-touched pull
request is a critical failure pattern. This manifests when security review is optional or post-merge for AI-
assisted PRs. In practice, this pattern ignores the 29.1 percent security weakness rate documented in
AI-generated code. Consequently, mature implementations require mandatory security scans on every
AI-touched PR without exception.

Failure 5: Self-Report Over Telemetry

Fifth, measuring AI ROI through developer survey sentiment without telemetry validation is a persistent
failure pattern. This manifests when enterprises rely on “80 percent of developers say AI helped” as the
sole ROI evidence. At the same time, this pattern ignores the METR randomized trial finding that
developers are poor estimators of their own productivity. Mature engagements always pair sentiment
with telemetry rather than accepting either alone. Consequently, our AI ROI analyses are meaningfully
more defensible than sentiment-only alternatives.

Failure 6: Optimizing Throughput Alone

Sixth, chasing more PRs merged and shorter lead times without pairing with matching stability metrics
produces a false-confidence failure pattern. Of course, this manifests when change failure rate and
code churn are missing from the engineering dashboard. This pattern lets throughput gains hide the
stability degradation that eventually surfaces as production incidents. As a result, mature engagements
always pair Speed metrics with Quality metrics on every dashboard rather than letting either stand
alone.

Failure pattern Symptom Prevention discipline
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One-size-fits-all AI strategy “Roll out Copilot to everyone” Seven-team-type segmentation

No AI attribution in metrics Signal + noise indistinguishable DORA metrics by AI code share

Shadow AI unaddressed 38% sharing confidential data Sanctioned AI paths beating shadow

Security gate not enforced Optional review on AI PRs Mandatory SAST + DAST + SCA

Self-report over telemetry Sentiment-only ROI evidence Sentiment + telemetry validation

Optimizing throughput alone
CFR + churn missing from
dashboard

Speed + Quality metrics paired

How PracticalLogix Approaches Enterprise AI-Augmented 
Engineering

First, PracticalLogix has been delivering enterprise custom software for nearly two decades from our
Pasadena, California headquarters. Indeed, our 2026 Custom Software Development practice pairs AI-
augmented engineering programs with the delivery discipline that keeps stability and throughput both
moving in the right direction. We bring vendor-neutral evaluation across AI coding assistants,
evaluation platforms, and observability tools so recommendations match actual client architecture
rather than preferred partner catalogs.

The PracticalLogix AI Engineering Engagement Pattern

More broadly, our AI engineering engagements follow a repeatable four-phase pattern. First, discovery
covers seven-team-type assessment, current AI adoption inventory, and DORA baseline measurement
with AI attribution segmentation. This phase produces the AI engineering roadmap that all subsequent
work executes against. Second, architecture design maps the AI engineering ambition to concrete
team-by-team AI strategies, security gate architecture, sanctioned AI path design, and metrics
dashboard specification. Third, delivery executes the AI tool rollout, security gate implementation,
sanctioned path deployment, and metrics telemetry work in the sequence discovery established.
Fourth, operations transitions the delivered capabilities to sustained production use with ongoing
measurement and continuous improvement.

Why Vendor Neutrality Matters for AI Engineering

Fifth, PracticalLogix does not resell AI coding assistant licenses, receive commissions from AI tooling
vendors, or maintain preferred-partner catalogs. In turn, we evaluate each component against client
architecture and recommend the fit that actually serves engineering outcomes rather than the fit that
maximizes our margin. This vendor-neutral posture is uncommon in the systems integrator market
where preferred-partner economics distort recommendation logic. Even so, this neutrality matters most
acutely in AI engineering work because the AI tooling market changes quarterly. Consequently, our
recommendations reflect what fits the client architecture rather than what fits our vendor relationships.

The CTO and Head of Engineering Playbook for the Next Ninety 
Days
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First, commission a DORA baseline measurement with AI attribution segmentation before making any
additional AI engineering investment. Most enterprises discover during the baseline that their current
DORA numbers are meaningless without AI attribution because signal and noise are indistinguishable
in the current data. Notably, this discovery drives the AI engineering business case and prevents the
class of failures where teams optimize the wrong metric. As a result, an AI-segmented DORA baseline
is the highest-leverage 30-day investment for any CTO evaluating AI engineering programs.

Second, segment your engineering organization by team type before designing any AI strategy. The
Faros framework identifies seven team types that each require different AI approaches. What is more,
applying one AI strategy across all seven team types produces the “one-size-fits-all” failure
documented in most enterprise AI engineering audits. Consequently, seven-team-type segmentation
belongs in the AI strategy design phase rather than in the follow-on optimization program.

Third, deploy mandatory SAST, DAST, and SCA scans on every AI-touched pull request before scaling
AI coding assistants further. The 29.1 percent security weakness rate in AI-generated Python code
documents the security exposure that mandatory scans mitigate. As such, deploying more AI coding
capability onto an architecture without mandatory security gates compounds the security problem
rather than solving it. As a result, security gate deployment is one of the highest-leverage 60-day
investments for enterprise AI engineering.

Shadow AI, Paired Metrics, and Partner Selection

Fourth, design sanctioned AI paths that beat shadow AI on capability rather than prohibiting AI use.
Prohibition strategies produced the shadow AI pattern that now affects 38 percent of the developer
workforce. However, sanctioned paths with worse capability or heavier friction than personal shadow
AI accounts continue to lose to shadow AI adoption. Consequently, capability match and usability
match belong in the sanctioned path design phase rather than as follow-on refinements.

Fifth, pair every Speed metric with a matching Quality metric on every engineering dashboard.
Deployment frequency needs change failure rate. Therefore, Lead time needs code churn. Pull
requests merged needs incidents per PR. As a result, Dashboards that show only Speed metrics
produce the false-confidence failure documented across enterprise AI engineering audits. As a result,
paired metrics belong in the dashboard design phase rather than as follow-on additions.

Finally, pair your AI engineering partner selection with your program ambition. AI coding tool vendors
deliver excellent product marketing but rarely deliver the delivery discipline that AI engineering
programs require. Consequently, Systems integrators deliver delivery discipline but often lack vendor
neutrality on AI tool recommendations. Consequently, PracticalLogix has built a practice specifically to
deliver integrated AI engineering programs with vendor-neutral tool evaluation. As a result, we deliver
both the technical depth and the cross-practice coordination that 2026 AI engineering programs
demand.

Frequently Asked Questions
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Implementation note: mark up this section with FAQPage structured data (schema.org) to qualify for 
featured-snippet and rich-result eligibility on these high-intent queries.

What is the AI Productivity Paradox?

The AI Productivity Paradox, a term coined by Faros AI from telemetry across 10,000+ developers,
describes the gap between individual and organizational gains: AI coding assistants boost individual
output substantially (Faros measured 21% more tasks completed and 98% more pull requests merged)
while organizational delivery metrics stay flat or degrade. The cause is pipeline mechanics – AI
accelerates code generation, but review, testing, and deployment do not speed up proportionally, so
the extra output piles up as a larger queue and more rework rather than faster delivery.

What did DORA actually find about AI-assisted development?

Google’s DORA 2024 report found that a 25% increase in AI adoption was associated with an
estimated 7.2% decrease in delivery stability (and a small throughput decrease), even as individual
productivity and satisfaction rose. The DORA 2025 report reframed this with the “amplifier” concept: AI
magnifies whatever discipline an organization already has, so high-performing teams see gains while
struggling teams see dysfunction amplified. The practical implication is that engineering discipline, not
the AI tool itself, determines whether AI helps or hurts.

Does AI-generated code really have more security issues?

Independent research consistently finds elevated vulnerability rates. The best-known study (Pearce et
al., NYU) found roughly 40% of GitHub Copilot-generated programs contained security weaknesses,
with Python-specific replications landing in the 27-38% range. The takeaway is not to ban AI code but
to make automated security gates mandatory: SAST, DAST, and SCA scans on every AI-touched pull
request, since AI-assisted code without those gates ships weaknesses into production at scale.

What is shadow AI, and how should enterprises handle it?

Shadow AI is the use of unapproved AI tools for work, often including pasting confidential data into
personal AI accounts (surveys put this behavior around 38% of employees). Prohibition rarely works –
developers who see real productivity gains keep using AI regardless of policy, exactly as consumer-
cloud prohibition produced shadow IT a decade ago. The durable fix is a sanctioned AI path that
matches or beats personal tools on capability and usability, backed by data-loss-prevention controls,
so the compliant option is also the better option.

Why does one AI strategy not fit every engineering team?

Different team types have different workflows, quality tolerances, and risk profiles, so a single “roll out
Copilot to everyone” policy amplifies the wrong behaviors on some teams. Faros frames roughly seven
functional team types – product, platform, infrastructure, data, ML, security, and quality engineering.
Product teams with strong review and CI/CD often gain the most; platform and infrastructure teams
need extra review because failures cascade; and security and quality teams usually need specialized,
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context-aware tooling rather than generic assistants.

Talk to the PracticalLogix Custom Software Development Team

PracticalLogix has been delivering enterprise custom software for nearly two decades from our
Pasadena, California headquarters. Our 2026 Custom Software Development practice helps CTOs,
VPs of Engineering, and Heads of Engineering execute AI-augmented engineering programs that hit
both throughput AND stability targets. We bring integrated delivery across Custom Software
Development, DevOps Consulting, Custom AI Development, and Digital Transformation so AI
engineering programs receive one accountable partner rather than a stack of specialists to coordinate.

Engage with PracticalLogix in any of four ways:

AI Engineering Maturity Assessment — a focused engagement to evaluate your current DORA
baseline with AI attribution segmentation, seven-team-type readiness, and produce a prioritized
AI engineering roadmap.
AI Code Review + Security Gate Implementation — targeted engagement to design and deploy
mandatory SAST, DAST, and SCA scans on every AI-touched pull request with quality gates that
block insecure code from production.
Team Segmentation + AI Strategy Design — end-to-end engagement covering seven-team-type
analysis, per-team AI tool selection, sanctioned AI path design, and change management for
staged rollout.
Full-Lifecycle AI-Augmented Engineering Program — integrated program delivery covering all six
optimization patterns and organizational design across Custom Software Development, DevOps
Consulting, and Custom AI Development.
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